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* Your IT Risk Assessment doesn’t have to be
just another thing you HAVE to do!

* A good IT Risk Assessment should drive
your decisions and provide you REAL
VALUE.

* It should be a “good security” thing, not
just a “regulatory” thing.

* Your IT Risk Assessment should DRIVE your
Information Security Program
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Archer

bSECURE

CoNetrix

Modulo

Riskkey

RiskWatch

Scout

TRAC

WolfPAC
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www.riskkey.com
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Texas
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Seattle
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IT Risk Management Process S

1) Establish
Risk
Mitigation
10) Improve Goals
Risk 2) Identify
Management IT Assets
Programs

9) Document
Compliance
and
Communicate

3) Evaluate
Protection
Profile

8) Identify 4) |dentify
Additional Threats
Controls | & P

”~

Optional
7) Calculate 5) Calculate

Residual Risk Inherent Risk
Score Score
6) Identify
Mitigating
. . Control
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TRAC Risk Assessment

THREATS AND CONTROLS — WHY THREAT BASED?
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TRAC Risk Assessment

HOW TO RISK ASSESS AND ANALYZE




Ok, cool... | know my risks. Now  sss7~/—\

Nstltute
what? N

 What type of Bank are you?
o Cutting Edge
o Bleeding Edge
o Average (“The Pack”)
o Conservative (Wait n See)

 What’s your IT Strategy?
 What’s your risk appetite?
e Risk Mitigation Strategy!
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Back to TRAC

RISK MITIGATION STRATEGY AND REPORTING
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 What are my most inherently risky assets?
 What are my most residually risky assets?
* Am | meeting my risk goals?

* Where do | spend my next IT Security
dollar?

* What controls can | implement to reduce
more risk?

* What about NEW IT Assets that I’'m looking
to implement?

© SBS CyberSecurity, LLC

www.sbscyber.com/sbsinstitute



Information Security

Program
) ) ) e e e e e e e e i e ) ) e e e e e e > = e R -
’ | ~
( 4 \
| l [ .
: Third Party - . N . |
| Risk . Asset Security Incident Business Social Network ;
C IT Audit
:. Assessment ybersecurily Mgmit. n::gnr:i” Awareness Response Continuity Engineering Assessment :
~ /
—_———t e — = — e e N I R I F I B
- »- Policy Components - ~
Vs —— —  ——1 A
Risk ; Asset Third Party Security Incident Business Social Vulnerability Penetration ) I
Ic
Assessment y;f:ge':nﬂty Inventory Mgmt Awareness Response Continuity Engineering | | Assessment Test :- Auxiit |
Program Program Program Program Flan Plan Program Program Program rogram ,'
~__ 1 I R R R, E e S S T A R R
P s B s B & 2 Implementatjon Programs e e e e P ——te——
s
N
f Assessments i . . -
- ICybers ecurity X Security Incident Business Social - = trati Intemal/ |
: R WCAy::;'G Readiness | Asset T;M_Paw Awareness Response Continuity Engineering X:::sr:rz'eh: en.?; en External |
- Report nventory sviews Training Test Tests Assessment IT Audits !
‘t\ - Commercial /
-— _—
Plans | Deliverables / Services
- Issue and System Specific Components \ ol
Risk Assessrngnt Sy p p audits against
generates policy policy
I._c._._.__l..ll ......... 1r—-—-—-—-1 I._.R_._._. mm——y e T R B B 1
. Commercial - . ; o . emote -l sl - . s - System .
| Account | {Mobile Banking| | ATM Securty | | Deposit | | Personnel | Intemet | Physical 1 Access || Conﬁguraﬁons!

- - . . Poli P Poli - C .5 : - ! Banking Policy: . = y - !
\|SecurrtyPoI|cy! I olicy I olicy | | Captre | Ioecunty&AUP! | Banking Po y! | Securty i Control I &Guide!ines!/

Remediation

Reporting

Information Security
Copyright & 2015

Program - Flow Copyrigt
Secure Banking Sclutions, LLC
Version: 3.3 www_protectmybank.com Al Rights Reserved

© SBS CyberSecurity, LLC

www.sbscyber.com/sbsinstitute




SBSZ X\

Contact Information instAtute

e Buzz Hillestad

o

o

o

o

 SBS Institute

o

o

Senior IS Consultant, Incident
Response Digital Forensics Lead

Masters: SANS Ethical Hacking and
Incident Response

Mission: Disrupt and Deceive the
Bad Guys

Phone: 605-280-3657 ~
Buzz.Hillestad@sbscyber.com .

WWW.sbscyber.com

V-
N

sbsinstitute@sbscyber.com

605-269-0909

© SBS CyberSecurity, LLC

www.sbscyber.com/sbsinstitute


mailto:Buzz.Hillestad@sbscyber.com
http://www.sbscyber.com/
mailto:sbsinstitute@sbscyber.com

